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EBRAINS Data Provision Protocol(“DPP”)
version 1.1

This document describes the ethical, legal and technical requirements for EBRAINS Datacuration.

Note: This DPP reflects the current EBRAINS curation workflow. This workflow is constantlyunder development and the DPP will be updated as technical or other changes are made.Please contact the Curation Support curation-support@ebrains.eu for further questionsregarding technical considerations.

mailto:curation-support@ebrains.eu
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Introduction
Capitalised terms and definitions used in this Policy have the same meaning as in the Termsof Use governing the EBRAINS Services, unless another definition is explicitly provided forspecifically for the context of this Policy.
Definitions
Data Providers: The individuals who provide Data to the EBRAINS research Platform orServices.
Pseudonymization: The processing of Personal Data in such a manner that the PersonalData can no longer be attributed to a specific Data Subject without the use of additionalinformation, provided that such additional information is kept separately and is subject totechnical and organizational measures to ensure that the Personal Data are not attributed toan identified or identifiable natural person.
Pseudonymized Data: A Human Dataset which has been the subject of Pseudonymisationprovided by the Data Provider for making it available via the EBRAINS Platform and/orServices.
Research Participant: An individual whose Personal Data form part of Human Datasetsprovided by Data Providers to the EBRAINS Platform or Services.
General Requirements for Data Providers
All EBRAINS Data Providers must:

 agree to the EBRAINS General Terms of Use
 agree to the Knowledge Graph Terms and Conditions
 choose a license for their dataset
 confirm that the Data are a product of their own work, and cite any related publications,or provide information on the source(s) if the data are not generated by them as perthe applicable citation rules
 agree to the requirements for authorship
 have an active EBRAINS account as per the Access Policy
 ensure that any provided metadata are complete and of high quality
 consult and agree with the sections below for specific ethical and legalrequirements relating to the Data submitted for curation.

https://strapi-prod.sos-ch-dk-2.exo.io/EBRAINS_General_Terms_of_use_e457353c1a_d2122f84c2.pdf
https://kg.ebrains.eu/search-terms-of-use.html
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Part 1: Ethical and Legal Requirements
The following section details the ethical and legal requirements for the following types of Data.
1. Provision of Human Datasets
Data Providers submitting Human Datasets for use on the EBRAINS Platform and/or via theServices must:a. Provide copies of ethics approval for the collection of the Data from a local ornational research ethics authority,b. Identify and demonstrate an adequate lawful basis for the processing of the Data,c. Be aware that all Pseudonymised Data will be shared via the EBRAINS HumanData Gateway which provides additional security for the data.
Any supporting documentation which is not in the English language is to be provided with ashort but comprehensive summary in English. All documents submitted will be assessed bythe EBRAINS Curation Request Review Committee.
1.1 “Identifiable” Human Datasets
We consider all Data originating from Data Subjects, thus individual living human beings, asPersonal Data which fall under the provisions of GDPR.
Post-mortem human data (data relating to deceased human beings) do not fall under theprotection of the GDPR.
For Personal Data, we distinguish between pseudonymised Personal Data (potentially re-identifiable) and anonymous statistics (irreversibly anonymised data which are proven not tobe eligible for any re-identification) derived from Personal Data in accordance with Recitals26 and 28 of the EU General Data Protection Regulation (GDPR).
For all pseudonymised Personal Data, EBRAINS allows data sharing on an access-controlledbasis on the EBRAINS Platform. Access to pseudonymised Personal Data is provided only toUsers with an active EBRAINS account and Registered Access as per the Access Policy.
Publishing Human Datasets to make them available to Users with Registered Access issubject to the following conditions:

 The Data Provider must include thorough documentation of consent and approvalsfrom a competent research ethics authority for the data collection.
 The Data Provider must ensure that Data provision to EBRAINS complies with theLaw and the GDPR.
 The Data Provider must implement the pseudonymisation of that Data while respectingthe need not to impair the scientific value of the Human Dataset.

1.2 Consent Requirement
Data Providers of Human Datasets must ensure that prior written informed consent has beenobtained from all Data Subjects for the collection of the Human Dataset as well as for thesharing of such Human Dataset on international research infrastructures such as theEBRAINS Platform.

https://gdpr-info.eu/
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This consent must also include consent to participate in the study from which the HumanDataset is obtained, as required by the principles of the Nuremberg Code, the Declaration ofHelsinki and the Belmont Report.
The information notice provided to the Data Subject must include comprehensive informationabout the handling of incidental findings (findings that may occur during analysis but areunrelated to the goals of the research). Where consent is not used as the legal basis forprocessing, the Data Provider will be asked to identify relevant basis for processing.
1.3 Anonymised Human Datasets
For the use of anonymous statistics derived from Human Datasets, the GDPR does not apply.
Publishing Anonymised Human Datasets to make them available to Users with RegisteredAccess is subject to the following conditions:

 The Data Provider must ensure that Data provision to EBRAINS complies with theLaw and the GDPR regarding anonymisation requirements.
 The Data Provider must implement and ensure total, irrevocable and definitiveirreversible anonymisation of the Personal Data in the Human Dataset.

1.4 Data Controllership
Data Providers must be aware of their legal responsibility to establish a legal basis forprocessing, and the ethical demands to maintain data protection, privacy and confidentialityof the Personal Data of Data Subjects.
As persons or entities which define and control the purposes and essential means ofprocessing of the Data, the Data Providers remain joint data controllers with EBRAINS and assuch are jointly liable in cases of non-compliance with data protection regulations such as theGDPR. This means that procedures to address data protection, privacy (includingpseudonymisation of Human Datasets), information security, security and provisions for DataSubject access requests must be put in place by the Data Providers prior to the submissionof any Human Dataset.
Further explanations of the Data Provider’s responsibilities and liabilities are contained in theEDPB guideline on data controllership.
1.5 Data Subject Rights
The responsibility of meeting any applicable requirements around Data Subjects’ rights andrequests such as the rights to access, rectification, erasure/withdrawal of consent, restrictionof processing, data portability and object, in light of research exemptions remains with theData Provider.
When such requests are made directly to EBRAINS, Data Subjects will be directed to thespecific Data Provider(s) responsible for the Human Datasets in question.
Further information on Data Subject rights can be found on the European Commissionwebsite.

https://www.wma.net/policies-post/wma-declaration-of-helsinki-ethical-principles-for-medical-research-involving-human-subjects/
https://history.nih.gov/display/history/Nuremburg+Code
https://www.hhs.gov/ohrp/regulations-and-policy/belmont-report/read-the-belmont-report/index.html
https://www.wma.net/policies-post/wma-declaration-of-helsinki-ethical-principles-for-medical-research-involving-human-subjects/
https://edps.europa.eu/sites/edp/files/publication/19-11-07_edps_guidelines_on_controller_processor_and_jc_reg_2018_1725_en.pdf
https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_202007_controllerprocessor_en.pdf
https://edps.europa.eu/data-protection/our-work/subjects/rights-individual_en
https://edps.europa.eu/data-protection/our-work/subjects/rights-individual_en
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2. Providing Non-human Animal Data
All animal data provided to EBRAINS must be generated through research that meets theapplicable ethical and legal, international, national or regional standards such as EU Directive2010/63/EU and the Three Rs principles.Evidence of all necessary ethics approvals must be provided to EBRAINS by the DataProvider.
3. Provision of Model and Software
3.1 Models
Submitted models should be a product of the Data Provider’s own work. If the Data Providerhas built on existing code, they must confirm that they are respecting any associated softwarelicences.
3.2 Software
Data Providers must confirm that the software for which they submit metadata is their ownwork, or clarify on whose behalf they submit the metadata. If they or the person(s) on whosebehalf they submit metadata have built on existing code, they must respect any associatedsoftware licenses.
4. Provision of Externally-Hosted Datasets
EBRAINS provides an option to share only the metadata of certain Data through the EBRAINSKnowledge Graph. In those instances, EBRAINS retains joint responsibility with the DataProvider for the metadata hosted on the ERAINS RI, but not for the Data itself which is hostedexternally and remains the responsibility of the Data Provider only.
4.1 Human Datasets and Non-Human Animal Data/Datasets
Data Providers can choose to host the Data externally, and only store the metadata on theEBRAINS RI which goes through the Data curation request mechanism. Data controllershipand legal responsibility for externally hosted Human and Non-Human Animal Data remainsolely with the Data Provider.
Access to these Datasets can only be requested through the external system where theDatasets are stored, not via the EBRAINS RI.
4.2 Models and Software
EBRAINS RI can share metadata of externally hosted models and software. There are nospecific ethical requirements in those cases.

https://www.nc3rs.org.uk/the-3rs
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32010L0063
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1 https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en

5. Data/Datasets Generated Outside the EU
Any Human or Non-Human Animal Data or Datasets generated outside the EU must adhereto all relevant EU guidelines and the above relevant chapters of this DPP.
In particular, Data Providers must:

 Provide copies of ethics approvals and other authorisations or notifications to EBRAINS,
 Confirm that the activity could have been legally carried out in an EU country (forinstance, an opinion from an appropriate ethics structure in an EU country) (as per theEU guidance on ethics self-assessment),
 Respect the specific requirements as detailed in articles 5.1-5.3 below.

5.1 Human Datasets Generated Outside the EU and Third Countries with ECData Protection Adequacy1
Any Human Dataset generated outside the EU or non-EU countries with EU data protectionadequacy must adhere to all relevant EU guidelines. In particular, Data Providers must:

 provide copies of ethics approvals and other authorisations or notifications, includingcopies of consent forms and other supporting documentation.
5.2 Non-Human Animal Datasets Generated Outside the EU
Any Non-Human Animal Datasets generated outside the EU must adhere to all relevant EUguidelines. In particular, Data Providers must:

 provide copies of ethics approvals and other authorisations or notifications to EBRAINS,
 where genetically modified non-human animals are involved, copies of GMO

authorisations detailing the harm-benefit analysis must be provided.
5.3 Model Data and Software Generated Outside the EU
There are no particular additional requirements for models or software generated outside theEU.
6. Secondary Data Providers
6.1 Human Datasets
Data Providers submitting pseudonymised Data which they did not collect directly from theData Subjects must provide information on the source of the Data and identify anddemonstrate adequate lawful basis for processing in accordance with article 6 of the GDPR(consent, contract, legal obligations, vital interests, public task or legitimate interests).
When the Data are identified as special category Data or sensitive Data, a further basis fromarticle 9 of the GDPR is also required. This may be: explicit consent; employment; vitalinterests; made public by the Data Subject; carried out for not-for-profit organization; legalclaims, preventive or occupational medicine; public interests in the area of public health;archiving purposes in public interests, scientific or historical research purposes or statisticalpurposes; substantial public interest on the basis of EU or State law.

https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en
https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf
https://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf
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6.2 Non-Human Animal Datasets
Data Providers submitting Non-Human Animal Datasets that were not generated by their ownresearch should ensure that the Data they are submitting have been collected in accordancewith EU Directive 2010/63/EU on the protection of animals used for scientific purposes or theGuide for the Care and Use of Laboratory Animals published by the Institute for LaboratoryAnimal Research.
6.3 Models and software
Data Providers submitting models or software which they did not generate themselves shouldensure they appropriately cite the original creator of the models or software. Otherwise thereare no particular requirements associated with secondary data of this type.
7. Authorship
7.1 Sharing Personal Data of the Author
The Data Provider agrees to publish her/his name as an author/custodian of the Data, as wellas the names of the contributors to the Data on the public EBRAINS Knowledge Graph (KG)Search landing pages. The custodian of the Dataset is responsible for acquiring informedconsent from the contributors of the Data to publish their names along with the associateddataset on the EBRAINS Platform.
For the Data Descriptor (a structure containing information that describes data) connected toeach Dataset, affiliation and email addresses are also requested. Although not required, DataProviders are urged to add this information as it will improve the quality of the Data publication.
The EBRAINS Curation Team will request confirmation before publishing the Dataset onEBRAINS RI, allowing the Data Provider to have full control over which Dataset her/his nameis connected to.

https://grants.nih.gov/grants/olaw/guide-for-the-care-and-use-of-laboratory-animals.pdf
https://grants.nih.gov/grants/olaw/guide-for-the-care-and-use-of-laboratory-animals.pdf


EBRAINS Data Provision Protocol - version 1.1 10 of 12

Part 2: Technical Requirements / Recommendations
8. Data Custodian (requirement)
The Data Provider must name a Data Custodian for the provided Data and metadata. TheData Custodian is responsible for the content and quality of the Data and metadata, and is theperson to be contacted by EBRAINS CS in case of any misconduct related to the Data. It isthe obligation of a Data Custodian to keep EBRAINS informed about changes in the contactinformation of the authors of the Datasets provided by them.
9. EBRAINS Account (requirement)
Data Providers are asked to upload their Data to the EBRAINS RI via respective dedicateddata buckets issued by the Curation Services through the EBRAINS Collaboratory Bucketservice which currently stores the Data at one of the Fenix RI sites.
Before curated Data are published (made publicly available) through the EBRAINS KG, theData Provider has to review and approve the correspondingly integrated metadata in theDatabase. This review is facilitated by the EBRAINS KG Preview Service that allows DataProviders to view the KG landing pages of their Data before they are publicly released. Pleasenote that this service only simplifies the review of the registered metadata by the DataProvider, but it is not needed to finalise the curation process and publish the Data.
The usage of the EBRAINS Collaboratory Bucket service and KG Preview service require theData Provider to have an EBRAINS user account. Details on how to apply for an EBRAINSaccount can be found in the Access Policy and the register form on the EBRAINS website:https://ebrains.eu/register. Details on the usage conditions and restrictions of EBRAINSServices can be found in the Terms of Use and Access Policy.
10.Metadata Provision (requirement)
Data Providers who want to publish their Data via the EBRAINS Knowledge Graph (KG) haveto provide a corresponding set of Metadata compliant with the running version of theopenMINDS metadata schemas. All versions of the openMINDS metadata schemas aredefined and documented on GitHub: https://github.com/HumanBrainProject/openMINDS.
The different ways of providing openMINDS-conformant metadata to the Curation Serviceswill be listed and described on the EBRAINS Curation collab.
11.Curation Request (requirement)
The Data Provider is required to make an official Curation Request via the EBRAINS CurationServices (CS). This request can be made directly to the EBRAINS CS by filling out the CurationRequest web-form. Requests for curation will be reviewed by the EBRAINS Curation RequestReview Committee.
Information concerning the Curation Request process can be obtained by contacting theCuration Services: curation-support@ebrains.eu.

https://wiki.ebrains.eu/bin/view/Collabs/the-collaboratory
https://fenix-ri.eu/
https://ebrains.eu/register
https://github.com/HumanBrainProject/openMINDS
https://wiki.ebrains.eu/bin/view/Collabs/data-curation
https://nettskjema.no/a/104328
https://nettskjema.no/a/104328
mailto:curation-support@ebrains.eu
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12.Data Descriptor (requirement)
The Data Provider is required to deliver a human-readable Data Descriptor that accompaniesthe provided Data. If the Data Provider did not already publish a Data Descriptor in a peer-reviewed journal, the EBRAINS Curation Services (CS) provide an EBRAINS Data Descriptortemplate on the Drive of the EBRAINS Curation collab. Please note that the Data Providerdoes not have to deliver a finalised version of the Data Descriptor together with the initialrequest for Data Curation.
13.Data Provision (requirement)
Data that is assigned with an EBRAINS DOI has to be hosted on the EBRAINS Data Storages(DS).
In addition, software source code and model code/Data should be hosted on a public version-controlled repository (e.g., GitHub, GitLab).
For sensitive/special category Human Data, the EBRAINS CS also accepts that the DataProvider stores these Data on a locally managed and secure long-term repository with strictaccess restrictions.
The Data Provider should be aware that all externally hosted sensitive/special category ofPersonal Data that are referenced by the EBRAINS KG will not receive an EBRAINS DOI.
14.Data Organisation (recommendation)
EBRAINS has no requirements on how Data should be organised on delivery, but the DataProvider is encouraged to deliver Data in a consistently organized manner. Best practiceguidelines and potential standards for Data organization can be found on the EBRAINSCuration collab.
The Data Provider should be aware that the EBRAINS Curation Services (CS) have the rightto refuse poorly organized Data or can request changes to improve the organization ofdelivered Data on a case-by-case basis.
15.Licences (requirement)
The Data Provider is required to define an appropriate licence for the provided Data. TheEBRAINS Curation Services (CS) accept the following licenses:

 For Animal Data or Human Data or metadata, the EBRAINS CS accept any CreativeCommons (CC) licenses (except no-derivative features). The appropriate license canbe determined with the help of the CC license chooser:o https://creativecommons.org/choose/
 For Pseudonymised Data requiring additional protection and shared via the EBRAINSHuman Data Gateway, CC licences will not apply. The KG datacard presenting the Datawill have the following statement: ''The use of this Dataset requires that the user citesthe associated DOI and adheres to the conditions of use that are contained in the DataUse Agreement."
 For models, the EBRAINS CS accept any open source licenses or CC licenses (exceptno-derivative features). Information and a list of appropriate open source licenses canbe found here:

https://wiki.ebrains.eu/bin/view/Collabs/data-curation
https://wiki.ebrains.eu/bin/view/Collabs/data-curation/
https://wiki.ebrains.eu/bin/view/Collabs/data-curation/
https://creativecommons.org/choose/
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o https://opensource.org/o https://choosealicense.com/ For software, the EBRAINS CS accept any type of license, although the deployment ofopen source licenses is strongly recommended.
16.Embargo Policy (recommendation)
There is no embargo policy at the moment for Data Providers requiring an embargo on theirDatasets. They should seek information from EBRAINS Curation Services on what optionsare available.
16.1 Publishing a Dataset that Accompanies a Peer-Reviewed Journal Publication
If you are in the process of submitting your Dataset for publication along with a manuscript fora peer-reviewed journal, you have the different options outlined here.

https://opensource.org/
https://choosealicense.com/
https://ebrains.eu/services/data-knowledge/share-data/guidelines/

